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Abstract 
 

The rising threat of foreign digital interference presented as a strategic and intentional use 

of digital tools, poses a significant threat to democratic principles. Threat actors are now able to 

interfere in another state’s political processes, utilizing information manipulation techniques that 

may not be illegal by nature but are nonetheless harmful. These malicious activities can lead to 

substantial regional destabilization and disruptions. The European Union (EU) has emerged as a 

frontrunner in conceptualizing and institutionalizing countermeasures against these hybrid 

challenges. In particular, the joint efforts of the EU Commission's departments, particularly its 

diplomatic service, the European External Action Service (EEAS), have introduced proactive 

measures and frameworks aimed at fostering a common understanding of the danger and 

devising preventive measures. As part of this initiative, the EEAS has produced three 

comprehensive reports on the phenomenon of Foreign Information Manipulation and 

Interference (FIMI). This study examines the evolution of the EU’s countermeasures, the 

exploration of its gradual progress in the articulation of key concepts, the institutional 

mechanisms, and the critical perspectives on the EU's approach. The study employs a thematic 

analysis of official policy documents, annual EEAS reports on FIMI, and academic literature to 

trace the shift from traditional cyber threats to complex, non-illegal forms of information 

manipulation. The findings outline the demand for ongoing enhancement of more punitive and 

systemic counter mechanisms stemming from the rapidly evolving state of FIMI, regardless of 

the EU’s progress in building institutional resilience. The scrutiny concludes by reflecting on the 

implications of the EU’s experience for other states, such as Kazakhstan, which face similar 

threats in this open information space. 
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Introduction 

In recent years, a significant threat of foreign information interference has become an 

alarming concern affecting political processes across the globe. The actors can now more swiftly 

and intensely manipulate the information landscape of any targeted state. Such malicious 

interference is done through advertisements on social media, impersonated media outlets, and 

other deceitful audio-visual materials generated by Artificial Intelligence, among other tools.  

The European Union, by establishing a structured framework known as Foreign 

Information Manipulation and Interference (FIMI) has taken a leading role in countering threats 

presented by the information landscape. For Kazakhstan, examining the experience of the EU 

could prove invaluable due to the presence of neighboring countries such as Russia and China, 

which are influential and active actors of FIMI. This situation necessitates Kazakh policymakers 

and academics to be mastered well in this topic.  

The study begins by situating the issue within its broader context, tracing the historical 

and conceptual trajectory of cyber and digital threats. This then continues with the examination 

of EU policy sources and analysis of  FIMI behaviors and techniques, with particular emphasis 

on the roles of Russia and China as key actors. Further, the overview of EU responses includes 

examination of institutional mechanisms, operational tools, and the official annual reports. The 

inquiry then shifts to the critical perspectives that scrutinizes the EU’s approach by engaging 

with academic and policy critique. Finally, the discussion section synthesizes these findings, 

revisiting the broader implications of EU policy measures, the persistent challenges posed by the 

fluid and adaptive nature of FIMI, and the relevance of the EU’s experience for other states, 

including Kazakhstan. 
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Context and Background 

1.​ Early age of cyber challenges 

With the rise of technologies capable of disrupting operational systems, and destroying 

and corrupting important data, namely viruses, the cyber attack landscape has been rapidly 

evolving. The 1990s brought more and more complex viruses to the world, including the famous 

Chernobyl virus, also known as the CIH virus, which had the capability of damaging the very 

computer hardware (Kovalchuk, 2024). This enormous potential for damage via such cyber 

attacks attracted many cyber criminals. Over the years, malware techniques have been enriched 

with new tactics such as worms, trojans, and rootkits (Kovalchuk, 2024). These new forms of 

malicious software became more sophisticated and difficult to detect. Rather than focusing solely 

on financial gain, many incidents of the 2000s took on political motivations, as evidenced by the 

notable Distributed Denial of Services (DDoS) attack on Estonia made by Russia in 2007 (Ottis, 

2008). During these attacks, government portals, major banks, news outlets, and other critical 

infrastructures were under a series of attacks over a total of 22 days (Ottis, 2008). The discussion 

surrounding politically motivated cyber attacks must cover the following infamous cyber 

activities targeting Georgia in 2008, and the ongoing attacks on Ukraine that began in 2014 

(Rashid et al., 2021). Later, these tactics have been employed to destabilise nations or to elect 

officials favourable to foreign actors. In this cyber landscape, Russia has been a predominant 

player, along with other state actors such as the US, China, India, Israel, and North Korea 

(Rashid et al., 2021). The similar trend of targeting high-profile infrastructures continued to be 

part of the well-known Stuxnet worm in 2010, which also has been used to target Iranian nuclear 

facilities. These types of attacks were seen as a cost-effective means of achieving political 

objectives without causing harm to innocent civilians (Farwell & Rohozinski, 2011). Conjointly, 
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these incidents could illustrate how cyber attacks have evolved from initial broad-brush and 

disruptive to becoming more intricate and financially incentivized by state actors (Falowo et al., 

2024).  

2.​ Evolution of cyber threats from hard threats to digital interference 

The Falowo et al. analysis revealed that approximately 86% of DDoS attacks over the 

decade beginning in 2013 were directed at strategically significant high-profile infrastructures 

capable of disrupting or incapacitating entire state entities, which could result in substantial 

economic losses for the state (2024). The same longitudinal study found noticeable spikes in 

DDoS and malware incidents in 2020 and 2022. As suggested by the authors, the initial increase 

could be attributed to the increased online activity during the COVID-19 pandemic period, while 

the following surge in 2022 could be due to technological advancement and the resulting 

exposure of vulnerabilities (Falowo et al., 2024). Alongside the spike in 2022, the Falowo et al. 

study outlines a significant dip in 2023, which could suggest an improvement in defensive 

measures against cyber attacks or the shift towards other forms of cyber/digital threats (2024). 

Hence, many actors may shift to utilize digital information manipulation tactics due to their 

non-illegal but potentially harmful nature, which presents a significant threat to political 

processes while being less financially demanding compared to traditional cyber assaults. With 

this shift, the evolution of cyber threats can be traced from being overtly harmful and illegal to 

the emergence of a more fluid category of digital threats, which this study particularly 

characterizes as foreign digital interference. While the concept of propaganda and information 

manipulation is not novel, the ability to digitally distort reality through cyber dissemination 

techniques introduces an unfamiliar aspect to the recent threat (Van Niekerk, 2018).     
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3.​ Global reactions 

Under these circumstances, the international community is expressing deep concerns 

about the rising digital challenges. Organizations, such as the United Nations and NATO, have 

been raising alarms about the growing complexity of digital threats, urging interstate cooperation 

and joint action to reinforce digital resilience at both national and global levels. The 78th session 

of the UN General Assembly adopted a resolution on the Promotion and Protection of Human 

Rights in the context of digital technologies, which called upon member states to combine efforts 

“to share expertise, knowledge, and effective practices in addressing disinformation” 

(A/RES/78/213). Moreover, the UN is currently on the go of developing the Code of Conduct for 

Information Integrity on Digital Platforms, aimed at establishing a normative “gold standard” for 

the responsible use of digital platforms to mitigate threats stemming from mis- and 

disinformation, and hate speech, for the safeguard of human rights (The United Nations, 2023). 

Meanwhile, NATO has also acknowledged the challenge of information threats, response 

measures of which include a multitemporal approach based on four key functions: Understand, 

Prevent, Contain and Mitigate, and Recover, as well as the establishment of a NATO Cyber 

Security Centre (NATO, 2025). The strong concern of the global community with digital and 

cyber threats showcases the recognition of the intensifying impact of the problem, with the 

potential to undermine core values of democracy and jeopardize security and digital space 

integrity.  

Similar concerns regarding foreign digital interference are shared on a state’s level. 

France, for instance, has established a dedicated department for vigilance and protection against 

foreign digital interference, called VIGINUM (SGDSN, 2022). As part of France’s response 

measures, they publish reports aimed at refining definitions and detection mechanisms with the 
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help of multidisciplinary experts; the recent report focuses on a particular case of Romanian 

elections in 2024 (Ministry for Europe and Foreign Affairs, 2025). In 2018, Canada launched a 

similar initiative, known as the  G7 Rapid Response Mechanism (G7 RRM), aiming to create 

common standardized tools to examine foreign information manipulation across the G7 (Canada, 

2025). They also publish annual thematic reports starting from 2021. Comparable efforts are seen 

by the United States, exemplified by the State Department's R/FIMI office (Guo, 2025).  

4.​ The EU as a frontrunner 

The focus of the present thesis is precisely given to the European Union. The EU is 

widely regarded as a frontrunner in addressing foreign information manipulation and interference 

(FIMI), actively taking steps to confront the growing challenges since 2022. It is worth 

mentioning that the United States has also been using this specific term of FIMI; specifically, the 

State Department has established the R/FIMI office, which was reorganized from the initial 

Global Engagement Center at the end of 2024, though the office was eliminated in April 2025 

(Guo, 2025). Nonetheless, the EU succeeded in coining and institutionalizing the term of FIMI 

first. In particular, the European External Action Service (EEAS) – the EU’s diplomatic service 

and foreign policy and security arm – has taken a leading role in this matter. Ever since the first 

call in 2015 from the Member States to address emerging disinformation campaigns from Russia, 

the EEAS has fortified its abilities to detect and respond to disinformation and digital 

interference threats (EEAS, 2025). Since 2023, the EEAS, specifically the division of Strategic 

Communications, has been annually reporting on FIMI, taking a notable part in conducting 

thorough analyses of FIMI incidents, as well as developing a structured, holistic approach to 

building resilience. 
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Theoretical and Conceptual Frameworks 

This section outlines the theoretical and conceptual frameworks of our research. The 

nature of the phenomenon of digital interference relates to efforts to shape actor preferences and 

it necessarily requires cooperation involving state and non-state actors. Liberal institutional 

theory constitutes the basis of our theoretical framework. This research aims to understand how 

the EU is addressing a specific type of digital threat - foreign digital interference, which it 

identifies as Foreign Information Manipulation and Interference. As it can be seen, conceptual 

understanding is an essential part of our research. Hence, this section also articulates the 

conceptual framework of our work.  

1.​ Theoretical framework  

Outlining a theoretical framework is important in managing a large amount of 

information by excluding irrelevant data and, depending on the theory, articulating the 

perspective of the international system. The domain of International Relations (IR) highlights, 

though not limits to, the perspectives of three predominant classical schools of thought, namely 

realism, liberalism, and constructivism. Building on the historical patterns, major IR theories 

offer well-grounded explanations of global affairs dynamics. The establishment of dominant IR 

theories dates back centuries, and to avoid obsolescence and maintain their relevance, the 

theories adapt to ever-changing global conditions, incorporating new elements into the paradigm. 

Therefore, it is worth mentioning that the focus of the analysis is precisely given to the revised 

version of classical liberalism - liberal institutionalism. 

The main tenet of liberal institutionalism suggests that the way towards peace, economic 

growth, and cooperation lies within global governance, seeing both domestic and international 

institutions as mediators and the main forces in the international system. (Baylis, 2008). Liberal 
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institutionalists argue that prosperity can be achieved through the so-called ‘integrated 

communities’ (Baylis, 2008). The idea of ‘integrated communities’ derives from the opportunity 

cost of independent states giving up some sovereignty in favor of shared goals. (Baylis, 2008) 

The EU is a primary example of a sui generis entity and integrated regional community, 

demonstrating that stability and progress can be achieved through institutional action, 

multilateral cooperation, and interconnectedness.  

In this sense, the member states appear to be prioritizing an institutional approach in 

countering foreign interference. The EU’s reliance on bodies, such as the EEAS, in managing 

digital challenges demonstrates its assertiveness in institution-based resilience. The EEAS in its 

reports heavily recommends and stands for a collaborative and “whole-of-society approach to 

tackling FIMI”, which reflects hallmarks of liberal institutionalist thinking. (EEAS, 2023).  

2.​ Conceptual framework 

Due to the fluidic nature of the concepts, applying a conceptual framework is critical in 

this research in order to eliminate inappropriate interpretations and assumptions about the 

definitions and concepts. It is worth clarifying that this study focuses on the specific category of 

challenges rather than all digital challenges. Cyber threats present a wide range of misuse of 

digital technologies, including Artificial Intelligence (AI) risks, cyber attacks, malware, 

disinformation, etc. However, the major aspect of the work is centered around the concept of 

foreign digital interference and information manipulation. As stated in the second EEAS report, 

FIMI has a “stronger socio-cognitive component” which distinguishes it from the “technical 

dimension” of cyber (EEAS, 2024). This means that the previously described in the context and 

background section cyber-related domain is out of the scope of this analysis when referring to 

digital threats and/or digital challenges. 
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The study utilizes concepts that may have similar meanings to each other, however, it is 

important to differentiate between them. Therefore, within the framework of this research, 

foreign digital interference is described as an umbrella term that refers to any malicious use of 

digital tools, platforms, or technologies by foreign actors to interfere in another state’s internal 

affairs. At the same time, Foreign Information Manipulation and Interference (FIMI) solely 

refers to the concept developed and used by the EEAS. According to the glossary from the EEAS 

reports, FIMI is identified by its 

“mostly non-illegal pattern of behaviour that threatens or has the potential to negatively 

impact values, procedures and political processes; such activity is manipulative in 

character, conducted in an intentional and coordinated manner, by state or non-state 

actors, including their proxies inside and outside of their own territory”  

(EEAS, 2025).  

Thus, the theoretical and conceptual frameworks inform the readers of the study's 

boundaries, limiting it to the EU’s institutional responses to the specific challenge of foreign 

information manipulation and interference.  

Methodology 
 

The research adopts an exploratory method, aiming to examine the new concept of 

foreign digital interference. Although the underlying phenomenon itself that the concept 

describes, such as disinformation, interference, and propaganda coming from foreign actors, has 

been a topic of public discourse for years, its current form as FIMI in the EU’s official 

articulation is of very recent origin, as it has been in institutional use only since 2022. The type 

of ‘prestudy’ allows researchers to conduct a tentative analysis on emerging matters, helping to 

generalize an understanding of it. This method is particularly suitable for topics that are 
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understudied and require further exploration (Swedberg, 2020). This is due to the fact that 

standard methodologies may prove impractical for examining emerging subject matters, as 

existing literature may not provide the necessary information needed for conducting traditional 

procedures. Given the study's focus, quite an unprecedented foreign digital interference concept, 

an exploratory method is found to be appropriate to be guided for this research.  

The core of our scrutiny is the three comprehensive EEAS reports that are particularly 

focused on the FIMI concept. These reports conjointly offer a substantial amount of data, 

documenting all FIMI incidents from the end of 2022 to the end of 2024, with the most recent 

third report being published on March 19, 2025 (see Annex). The average length of each report is 

39 pages. Primarily, these documents conceptualized FIMI, familiarizing the EU with it and 

facilitating its detection. Late efforts were centered on the development of the analytical tool 

called the FIMI Exposure Matrix.  While predominantly working with these three reports, it is 

worth being aware of how EU institutions function. Each body represents different stakeholders: 

the EU Council reflects member states’ interests, the Commission represents the EU as an 

organisation, and the Parliament speaks on behalf of the EU populace. We recognize that the 

EEAS, as part of the EU Commission, expresses the viewpoint of the EU as an organization. Due 

to the interconnected character of all EU institutions, this study will include relevant reports 

produced by these institutions. Beyond these official reports, our analysis incorporates academic 

literature that raises critical questions relevant to our study. The existing body of literature 

primarily focuses on assessing the effectiveness of EU policy measures, which allows us to 

employ a literature review method to identify recurring themes.  

Thematic analysis will serve as a guiding framework for our study, enabling us to work 

with all the collected data effectively. One of the primary advantages of this method is its 
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flexibility, which is essential for exploring the dynamic topic of foreign digital interference. Its 

purpose extends beyond merely summarizing the data, as it seeks to analytically trace thematic 

pathways, allowing researchers to recognize overlapping pieces of information (Clarke & Braun, 

2016). In particular, the study employs an inductive thematic analysis, where data is gathered 

from specific pieces of content—reports, in our case—to then derive broader generalizations 

(Alhojailan, 2012). Such a method enables researchers to keep all themes effectively connected 

to the available data. Hence, this method will be most relevant for our investigation due to the 

emergent nature of the subject, which requires initial exploration and explanation of the various 

information at hand. This brings us to the final stage of our study: interpretations. Owing to the 

flexible nature of the inductive analysis, there is a need for precise framings and explanations of 

main findings, and this is where interpretations become essential in any qualitative research 

(Alhojailan, 2012). Thus, the interpretative qualitative analysis, as the concluding subsection, 

will assist us in explaining and generalising the analytical observations made in the earlier 

stages. The discussion section will encapsulate all findings with interpretations of the main 

thematic patterns observed across annual reports and academic literature.  

Main findings 

1. Conceptual clarity: A necessary element for designing the EU response to digital threats 

While the very nature of foreign interference is far from being recent, such processes as 

globalization and digitization transform the dynamic in which it operates in the most 

groundbreaking ways (Dowling, 2021). The fluidity, along with the ever-changing character of 

the realm, challenges the EU with the development process of a singular understanding of what it 

is and how it should be addressed. Berzina and Soula (2020) brought to attention the conceptual 
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issue of foreign interference, arguing that defining it comes with the risk of either being too 

broad, which might reflect on right-restrictive implications, or too narrow to cover specific and 

newly emerging forms of interference, hindering the effectiveness of the resilience. Authors also 

highlighted the lack of a unified consensus and clarity on the definitions within the Union and 

institutions, which might complicate and prolong the efforts of policymakers in establishing laws 

against the threat. (Berzina and Soula, 2020). Likewise, scholar James Pamment (2020) believed 

that the ambiguity in the definitions comes between a forceful defense, stating that “the EU and 

many of its affiliated bodies should adopt commonly held terms for discussing the challenges 

they face”.  

The uncertainty in the definitions can be seen in several examples. For instance, 

“disinformation” can often be used as a catchall term, creating confusion between different 

degrees of interference. Both Pamment and the EEAS distinguish between “disinformation” and 

“misinformation”, highlighting that each presents a different problem that requires tailored 

approaches in terms of their effectiveness and suitability (EEAS, 2023). To more clearly 

understand their difference, the former refers to “verifiably false or misleading information that 

is created, presented and disseminated for economic gain or to intentionally deceive the public, 

and may cause public harm”, as stated in the first report (EEAS, 2023). Misinformation, on the 

other hand, is referred to as “false or misleading information shared without harmful intent, 

though the effects can be still harmful” (EEAS, 2023). Below, Table 1 illustrates key 

comparative characteristics between the definitions of “disinformation” and “misinformation” 

based on the EEAS’s utterance. Thus, setting clarity in terms of intent and deliberateness is 

crucial when applying policy measures to align with the corresponding responsibilities of 

actions.  
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Feature Disinformation Misinformation 

Nature of content Verifiably false, misleading 
information  False, misleading, outdated information  

Intent  
Shared with the intent to manipulate 
the information environment and 
deceive the public 

Shared without harmful intent; may 
result from ignorance or error  

Spread  Deliberately coordinated spread (bots, 
inauthentic accounts) Uncoordinated, accidental spread  

Potential harm/ effect  
Designed to cause harm (election 
interference, social division, threat to 
democratic political processes ) 

May have harmful effects, though with 
no intent (public confusion, weakened 
public trust) 

Table 1. Comparative Characteristics of Disinformation and Misinformation. Prepared by the 
authors based on EEAS reports. 
 

Similar logic can be attributed to the difference between terms of “interference” and 

“influence”. The term “interference” by its definition implies one’s unwanted involvement in the 

situation, carries a more negative connotation, and “should not be used to describe benevolent, 

benign, or neutral nation-state activity beyond its borders”. (Berzina and Soula, 2020). The 

negative undertone of describing interference is often followed by additional adjectives, such as 

“malicious”, “malign”, “manipulative”, and is especially noticed in the institutional discourse of 

the EU (Fridman, 2024). “Influence”, on the other hand, “encompasses any type of interaction 

between two political actors – whether it is honest cooperation based on shared democratic 

values, or an act of war” (Fridman, 2024). This way, interference constitutes a part of a broader 

definition of influence and can be characterized by the perception of one’s national power as 

conflicting with existing values and standards. (Fridman, 2024).  

The fluidity of the foreign digital interference phenomenon is also evidenced by the EU’s 

description of it as existing in a “gray zone/area” and being “non-illegal”. This suggests activities 

that stay tolerated and do not cross the border of being explicitly unlawful yet still can pose a 

threat to political systems, undermine core values, and cause public harm. The specific 

articulation of foreign interference as being “non-illegal” behavior instead of just “illegal” 
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covertly implies the existence of a blurred line between foreign influence and illegitimate 

manipulation in which the phenomenon operates (Ördén and Pamment, 2021). 

1.1. Gradual articulation of the concepts of foreign interference and information 

manipulation  

Given the mentioned nuances in establishing the approach towards conceptualization, the 

EU has undergone significant changes in how it describes and defines the threat it faces. The 

issue first entered the EU’s political agenda and discourse in 2015, after the geopolitical shifts 

triggered by the annexation of Crimea. At the time, the terms “disinformation”, “disinformation 

campaigns”, and “propaganda” were most noticeable in the EU's official language to describe the 

ongoing events and address the problem, early references of which can be seen in the European 

Council conclusions of 2015 (European Council, 2015). For this reason, the communication team 

of East Strategic Communication Task Force, also known as EUvsDisinfo, was established by 

the EEAS, dedicated and targeted to fight specifically against the disinformation threats and 

propaganda coming from the eastern great power neighbour. (EUvsDisinfo, n.d.). Yet, the earliest 

observed detailed definition of disinformation was provided only in 2018 from the report by the 

Commission’s High Level Expert Group (HLEG) on Fake News and Online Disinformation. 

According to their articulation, disinformation is referred to as “all forms of false, inaccurate, or 

misleading information designed, presented and promoted to intentionally cause public harm or 

for profit” (European Commission, 2018a). The report clearly stated the boundaries within which 

the term applies, excluding already illegal by the regulatory remedies online content, and 

deliberate but not misleading content, such as satires and parodies. (European Commission, 

2018a). The same year, the definition was further elaborated by the European Commission’s 

Communication, defining it as “verifiably false or misleading information that is created, 
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presented and disseminated for economic gain or to intentionally deceive the public, and may 

cause public harm” (European Commission, 2018b). The Commission’s interpretation of 

disinformation also “does not include reporting errors, satire and parody, or clearly identified 

partisan news and commentary” (European Commission, 2018b). 

The EU’s vocabulary continued to expand as the digital realm evolved, and in 2016 the 

concept “hybrid threats” emerged in the official language of the Commission, which 

encompasses a mixture of conventional and unconventional methods, such as cyberattacks, 

terrorism, disinformation etc, is used by state or non-state actors, includes coordinated, coercive 

and subversive behavior, pursues strategic goals while avoiding the triggering of a formal 

warfare (European Commission, 2016). This expansion of the concept beyond just 

disinformation can be explained by the need to adopt and respond to new and more sophisticated 

forms of danger, since the previous understanding no longer captures the scale and complexity.  

​ However, the scope of the concept was then depicted as too broad to identify what 

exactly constitutes the malignant activity. For some time, the EU continued to utilize 

“disinformation” and “hybrid threats”, which can be noticed in the 2018 Action Plan against 

Disinformation, until in 2020 the Commission in its European Democracy Action Plan (EDAP) 

introduced the concepts of “foreign interference in the information space” and “information 

influence operation”. According to the document, foreign interference is “often carried out as 

part of a broader hybrid operation, can be understood as coercive and deceptive efforts to disrupt 

the free formation and expression of individuals’ political will by a foreign state actor or its 

agents”. (European Commission, 2020). Whereas, information influence operation refers to 

“coordinated efforts by either domestic or foreign actors to influence a target audience using a 

range of deceptive means, including suppressing independent information sources in 
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combination with disinformation.” (European Commission, 2020). This shift toward a more 

precise understanding is not just semantic, but is a reflection of the EU’s consolidation in its 

efforts to define and address the problem.  

1.2. FIMI as the cornerstone of the EU toolbox to address foreign interference in the 

field of information space 

As a part of attempting to set clear definitions, the EEAS in 2022 established the 

conceptual notion of what is now classified as foreign information manipulation and 

interference, or FIMI. The earliest institutional formulation of the concept as foreign information 

manipulation and interference appeared in March 2022 with the adoption by the EEAS of a 

long-term roadmap - the Strategic Compass for the Security and Defense. However, the 

document did not provide any definitions, but rather explained further actions for 

countermeasures to the threat. In February next year, the EEAS released its first report on FIMI, 

which was deliberately structured to provide a conceptual basis for the term.  

As previously discussed in the conceptual framework, the definition of FIMI by the 

EEAS suggests non-illegal, manipulative, intentional, and coordinated activities by foreign state 

or non-state actors, aiming to undermine values, procedures, and political processes. (EEAS, 

2023). The report suggested that the ABCDE framework, introduced by Pamment (2020), can 

serve as a criteria methodology for policymakers to distinguish between similar terms, assess, 

report, and design protective measures. Comprising five key components—Actor, Behavior, 

Content, Degree, and Effect—the framework deconstructs the problem into smaller elements, 

enabling a more comprehensive and structured approach to combat FIMI (EEAS, 2023). The 

ABCDE framework allows to more precisely define the involvement of a particular behavior to 

FIMI: whether the actor is of foreign or domestic origin, whether the behavior is coordinated and 
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followed by malicious intent, the type of content that is being disseminated, its reach, and 

political and societal effect (EEAS, 2023). Drawing on these criteria, it becomes possible to 

determine whether the actions observed can be qualified as attributed to FIMI. 

2. Sources of the EU policy 

​ Back in 2015, following the increased concern about Russia’s disinformation campaigns 

on the Crimea annexation matter, the European Council conclusions highlighted the urgent need 

to challenge the growing problem, marking its very first steps in addressing the hybrid threat by 

establishing a communication team. (European Council, 2015). Consequently, the EUvsDisinfo 

was created as a flagship project of the EU’s diplomatic service (EEAS), aiming to address, 

respond, and raise awareness of the information manipulation operations stemming from the 

Kremlin (EUvsDisinfo, n.d.).  

Presented at the end of 2020, the European Commission introduced its European 

Democracy Action Plan, aimed at confronting challenges undermining democratic systems and 

building resilience among citizens (European Commission, 2020). The Action Plan laid out 

measures based on three pillars, one of them being Countering Disinformation. In particular, 

listed actions to countering disinformation included two key to this section points: (1) to 

“develop the EU toolbox for countering foreign interference and influence operations”; and (2) 

to “develop a common framework and methodology for collecting systematic evidence on 

foreign interference” (European Commission, 2020). Following as a response, in 2022, the 

EEAS published a Strategic Compass for Security and Defence that “sets out concrete actions - 

with clear deadlines to measure progress” (EEAS, 2022). By the year of 2030, the ambitious plan 

for strengthening the EU’s security and defence policy demonstrated a commitment to four work 

strands: Act, Secure, Invest, Partner. As it was called for in the European Democracy Action 
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Plan, the diplomatic service’s Strategic Compass devotion, as part of the Secure strand, to 

“develop the EU toolbox to address and counter foreign information manipulation and 

interference”, served as a soil for the establishment of the counter-mechanism in the form of the 

EEAS FIMI reports (EEAS, 2022). 

2.1 Thematic analysis of the EEAS reports 

The EEAS evidence-based reports serve as a blueprint for the so-called “defender 

community” - a wide range of diverse actors who try to unfold the nature of FIMI, identify its 

common trends, and build appropriate measures to counter it (EEAS, 2023). This section 

examines all three existing reports at this moment, tracing through the evolution points and 

providing an overview of their key elements, differences, and thematic overlaps.  

Table 2. Comparative analysis of the EEAS reports on FIMI. 
 
Aspect 1st report (2023) 2nd report (2024) 3rd report (2025) 

Scope 100 incidents 750 incidents 505 incidents 

Threat origin 
countries Russia, China Russia, China, Iran Russia, China 

Key targets Ukraine, EU, US Ukraine, EU, NATO, NGOs Ukraine, France, Germany, 
Africa, global events 

Tactics, 
Techniques, 
Practices (TTPs) 

Impersonation, images, 
multilingual ops 

AI/deep fakes, election 
interference, networked 
campaigns 

Bot networks, AI, inauthentic 
news, coordinated inauthentic 
behavior 

Frameworks Kill chain, DISARM, 
STIX 

Four-phase response, 
FIMI-ISAC, election 
protocols 

FIMI Exposure Matrix, network 
analysis 

Response Conceptual, 
foundation-laying Standardized, operationalized Regulatory, punitive, coordinated 

with allies 
Table 2. Comparative analysis of the EEAS reports on FIMI. Prepared by the authors based on 
EEAS reports.​
 

Table 1 demonstrates a comparative outlook of the three available report editions, divided 

into several categories: the scope of the FIMI, their main actors and targets, key tactics, 

techniques, and practices (TTPs) implemented, frameworks, and character of responsive 

measures introduced by the EEAS. 
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Over the period from 2023 to 2025, the reports have shown a clear advancement in the 

EU’s approach to countering FIMI, building upon each other through a constructive dialogue and 

incrementally refining the understanding and proposed countermeasures to the threat. The 

advancement reflects both the sophistication of threat actors’ TTPs and the institutional 

maturation of responses. For instance, serving as a pilot project, the first report laid a foundation 

for the defender community, sampling 100 FIMI incidents from late 2022, analyzing adversarial 

behavior and introducing conceptual frameworks, such as DISARM, Kill Chain, and STIX, 

which will be later detailed in the EU responses section. Whereas the latest report of 2025 

demonstrates vivid progression, significantly expanding the scale of detected incidents, 

operationalizing the frameworks and moving towards regulatory and punitive measures, such as 

sanctions imposing and predictive infrastructure mapping through the introduced FIMI Exposure 

Matrix. Nevertheless, all three reports meet in identifying China and, in particular, Russia, as the 

primary FIMI actors, and Ukraine as the continuous target.  

2.2. Challenges faced by the EU  

First and foremost, democracy stands at the heart of the EU’s values, along with the rule 

of law and fundamental human rights (European Commission, 2020). Both the global community 

and the EU are deeply disturbed by the threat that disinformation and information manipulation 

pose to democratic societies. Democracy significantly relies on a free and open digital 

environment, places a strong value for information integrity, and upholds freedom of expression 

(European Commission, 2020). However, the very freedoms of expression and open information 

space are now being misused by foreign actors for public opinion manipulation and reality 

distortion, increasing the risks of society destabilization and fueling polarization. Over the last 

decade, the EU has reportedly been facing multiple ongoing disinformation campaigns of 
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pro-Kremlin views. As mentioned earlier, the starting point of such deliberate and coordinated 

spread of falsifiable information can be traced back to the events of 2014, in particular, Russia’s 

annexation of the Crimean peninsula. Ever since, the EU has been actively making efforts to 

address the issue and protect the core values the Union strongly commits to.  

At the same time, misuse of open information space and freedom of speech comes with 

implications for the backbone of democracy - free and fair electoral processes. The earlier and 

most prominent incident of foreign digital interference dates back to the U.S. Presidential 

elections in 2016. The case was reported by the U.S. Intelligence Community Assessment (ICA), 

which confirmed Russia’s involvement in its elections influence campaign through the 

government-supported troll farm - Internet Research Agency (Office of the Director of National 

Intelligence, 2017). This incident served as a wake-up call for liberal democracies, especially for 

the EU, which became “keenly sensitive to any extra-regional entities attempting to influence 

unrest and poll interference” (Petek, 2025). 

The first notable case of foreign digital interference within the borders of EU member 

states can be linked to the final round of the 2017 Presidential elections in France. The operation 

aimed at Presidential candidate Emmanuel Macron resulted in the so-called “Macron Leaks”, 

where a large-scale of stolen internal campaign data, combined with real and altered emails and 

documents of Macron’s team, were released online (Conley and Jeangène Vilmer, 2018).  French 

scholar Jean-Baptiste Jeangène Vilmer in his detailed report claims that the operation had three 

distinct dimensions, notably, the disinformation campaign, the hack, and the leak, where no 

single actor was behind. However, the two main sources of the anti-Macron propaganda were 

attributed to the Kremlin media (Russia Today and Sputnik) and the American alt-right 

(Jeangène Vilmer, 2019). The aftermath of the incident led to the adoption of the EU initiatives, 
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such as the Action Plan against Disinformation in 2018, which addressed concerns for the 

upcoming 2019 European Parliament elections, and called for response actions to strengthen 

resilience towards disinformation. (EEAS, 2018).  

Despite the efforts to combat the threat, instances of foreign digital interference continued 

to occur. One of the most recent cases involved the Romanian 2024-2025 Presidential elections, 

which resulted in the annulment of the first round of elections due to accusations of flawed 

electoral processes. The pro-Russian candidate, Călin Georgescu, became a frontrunner in the 

votes “due to a complex strategy of information manipulation” (Stanescu, 2024). Later revealed 

by the Supreme Court of National Defense (CSAT), vote rigging and sophisticated illegal media 

campaigns were backed by Russian financial support to foster societal division. (Stanescu, 

2024).  

​ The latest EEAS report of 2025 exposed elements of long-term operations, such as 

Doppelgänger, Portal Kombat, False Façade, and the African Initiative, which altogether 

constitute a part of a vast and sophisticated FIMI ecosystem. The campaigns are primarily 

attributed to Russia, where each is aimed at expanding the Russian narrative, discrediting 

Ukraine, interfering in Western politics, and undermining democracy, using tactics such as 

impersonation and paid influencer promotion. (EEAS, 2025).  

2.3. Evolution of FIMI behaviors and techniques 

This section will explore the evolution of FIMI based on the annual reports published by 

the  EEAS. Prior to deeper examination, it is first important to clarify the term of Tactics, 

Techniques and Procedures, as specifically articulated by the EEAS:   

TTP(s) In the context of FIMI, “Tactics, Techniques, and Procedures” are patterns of behaviour 
used by threat actors to manipulate the information environment with the intention to deceive. 
“Tactics” are the operational goals that threat actors are trying to accomplish. “Techniques” are 
actions through which they try to accomplish them. “Procedures” are the specific combination of 
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techniques across multiple tactics (or stages of an attack) that indicate intent and may be unique 
for different threat actors. 

(EEAS, 2023) 

The distinction between illegal cyber attacks and malicious FIMI activities will become clearer 

as we delve into exploring the exact techniques and procedures involved.  

TTPs Category 2023 EEAS Report 2024 EEAS Report 2025 EEAS Report 

Impersonation Mimicking trusted media 
outlets 

Sophisticated impersonation 
of individuals and 
organizations 

Fake news ecosystems with 124 
incidents recorded 

Bot networks No mention No mention Often disposable botnets across 
38,000+ channels 

Coordinated 
Inauthentic 
Behavior (CIB) 

Cross-posting among 
inauthentic accounts 

Systematic cross-platform 
campaigns 

Systematic cross-platform 
campaigns 

Localization 30 languages used Still present, but was not 
explicitly discussed 

349 incidents of tailored messages 
via local references 

Artificial 
Intelligence 

Image/video manipulation Deepfakes 41 cases of deepfakes and other AI 
manipulations 

Election 
interference 

No mention Infrastructure preparation, 
information laundering, CIB 
(Spain, Poland, 2023 
elections) 

42 cases detected during 2024 
European Elections 

Content formats Images, videos, memes, 
infographics, and articles  

Video campaigns, manipulated 
speeches 

AI audio, deepfake video, and fake 
websites 

Evasion Use of diplomatic channels 
and limited encryption  

Use of encrypted messaging 
apps (Telegram) 

Disposable CIB accounts 

Notable 
examples ​
(see Annex) 

Impersonated media outlets, 
such as, the French Charlie 
Hebdo, German Titanic and 
Spanish El Jueves  

Polish and Spanish election 
interferences  

FIMI operations such as the 
Doppelgänger, Portal Kombat and 
other campaigns targeting key events 
in 2024  

Table 3. Tactics, Techniques, and Procedures (TTPs) trends by category in EEAS reports. 
Prepared by the authors based on EEAS reports.​
 

Table 2 shows that in the EEAS's debut report on FIMI, it was identified that the most 

prevalent content formats were image/video-based, with minimal use of articles on impersonated 

media outlets (EEAS, 2023). To deliver fabricated content, actors relied on cross-posting content 

on different social media platforms. Markedly, Russia frequently employed official 

communication channels (76 channels out of 207) such as diplomatic service accounts (EEAS, 

2023). This tendency could be attributed to the sanctioning of popular state-controlled channels 

within the EU. Moreover, since the end of 2022, FIMI actors have been mindful of localizing 
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content, with the first report revealing the use of 30 languages across 100 incidents (EEAS, 

2023). These outlined two primary objectives of TTPs are to distract and distort, especially when 

covering topics of “Russian invasion of Ukraine” and “Energy crisis” (EEAS, 2023). 

In the following report, there is a traced trend of increased FIMI attacks directed at 

different European and international organizations, along with non-political individuals. Media 

organizations were likely to be targeted through sophisticated impersonation techniques that add 

credibility to inauthentic content. There is also one predominant technique that was given a name 

in this report. The Coordinated Inauthentic Behavior (CIB) describes the use of networks of 

accounts to spread particular messages across various platforms while concealing their true 

nature (EEAS, 2025). Although this term was introduced in the glossary of the last third report, 

this technique has been consistent across all three reports. The application of enhanced AI tools 

was noticed in several FIMI cases, particularly Deepfake technology, which is usually employed 

to create manipulated videos for the impersonation of some individuals. However, the EEAS 

claims that the use of AI in 2023 showcases an evolution rather than a revolution (EEAS, 2024).  

The latest report has outlined the significant trend in enhanced localization techniques, 

with recorded 349 occurrences in 2024.  This technique of maliciously tailoring content to align 

with the target audience's habits and context builds up credibility. Tailoring information 

manipulation to specific historical and cultural contexts has now been integrated into the existing 

toolkit that was previously predominantly utilizing local languages. This shift was also 

accompanied with lessened Western support for Ukraine (EEAS, 2025). Additionally, there has 

been an increase in the use of disposable botnets, with CIB accounting for 73% of all recorded 

channels. This can be confidently stated that CIB has become a prominent aspect of FIMI 

activities, continuously evolving to be more and more systemic. While AI usage is gradually 
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rising, it still constitutes a relatively small part of all FIMI activity and is usually applied for the 

creation of Deepfake audio and video content (EEAS, 2025).   

Cross-platform coordination, a simultaneous use of different platforms, is found to be a 

recurring technique, with the first explicit identification of it in the second report as the “default 

modus operandi” (EEAS, 2024). This character has been persistent in the last report, illustrating 

the distribution of channels across various social media platforms (EEAS, 2025). Certain 

platforms are often utilized due to the possibility to easily create disposable accounts or, 

depending on the target audience’s preferences, particular platforms can dominate in specific 

FIMI incidents, as evidenced by the predominant use of Facebook in targeting African countries 

(EEAS, 2025). This also points to another significant characteristic that has evolved over time: 

content adaptability and formatting. These advancements may imply a progression in the 

strategic planning of FIMI, increasing sophistication, thereby increasing the perceived 

trustworthiness.  

Overall, the foundation of the TTPs remains consistent, and the rise in usage of AI has 

enabled actors to scale their activities significantly.  However, as it has been noted by the EEAS, 

AI has also a potential to benefit the defender community as well as the attackers (EEAS, 2024). 

The general pace of evolution is rapid, with increased reach of FIMI attacks onto other states 

such as the Middle East, Asia, and African countries. This gradual yet progressive sophistication 

helps actors to achieve their objectives more effectively, necessitating an enhancement in defence 

mechanisms. 
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2.4. Key actors: Russia and China  

​
Figure 1. The number of foreign information manipulation incidents in Europe ​

from 2014 to 2025 
Source: Authoritarian Interference Tracker; The Alliance for Securing Democracy. 

As mentioned earlier, the EEAS reports underscore that the origin of foreign digital 

interference primarily comes from two state actors - Russia and China, with the first being more 

frequent. Figure 1 below illustrates the distribution and intensity of foreign information 

manipulation across the European mainland between 2014 and 2025, with a total number of 172 

incidents, 138 of which are attributed to Russia and 34 to China, based on the data provided by 

the Authoritarian Interference Tracker.  
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​

Figure 2. Comparison of key FIMI actors​
Prepared by the authors based on EEAS reports. 

 
The third report has also indicated Russia to be the most frequent FIMI actor, specifically 

within the EU member states. Russian attributed infrastructures, which include all channels 

where connections to the actor are not concealed, account for 20% of total FIMI activity, while 

China encompasses 3.5% (EEAS, 2025).  

While these two actors have aligned some of their FIMI campaigns and exhibit some 

common patterns of action and strategic goals, their coordination primarily remained 

opportunistic across all three reports. As illustrated in Figure 2, differences exist in their tactics 

and approach to FIMI. China is characterized by its centralized and synchronized infrastructure 

that targets defined objectives and topics, whereas Russia adopts more of a polycentric method, 

simultaneously addressing various countries and topics (EEAS, 2025). The general stance of 

China on foreign information manipulation is centered around specific and highly sensitive 

topics, namely dealing with conflicted regions like the South China Sea, Xinjiang, Tibet, and 

28 



 

Hong Kong (EEAS,2025). The main objective of these efforts is to reshape global perceptions 

and expand its political and economic influence.  

Russia, on the other hand, tends to take advantage of every opportunity presented by 

important events, such as elections or some statements of high profile individuals. Such events 

often trigger Russia’s swift efforts to distract or distort the targeted audience’s perceptions, 

allowing it to destabilize political processes or justify its ongoing war in Ukraine. Hence, its 

strategy includes a wide range of misinformation, specifically tailored and adapted to various 

scenarios, with their bigger scope focused on polarizing opinions in targeted regions rather than 

merely expanding its influence (EEAS, 2025).  

Nonetheless, there are some notable amplification and mutual coordination efforts 

between these two actors, particularly when reinforcing anti-Western narratives. They both 

portray the West usually as weak and unstable, with NATO being blamed for the conflict 

escalation following the 1000 days since the start of the invasion of Ukraine (EEAS, 2025). 

Despite the above mentioned differences in tactics and approaches, their overarching core goals 

often closely align.  

There are similar tactics employed by these two actors, as both utilize channels that could 

serve different roles depending on the levels that they operate: high influence hubs, boosters, and 

bridges between clusters. The high influence hubs are usually state controlled media outlets that 

generate large volumes of content, which are then spreaded by boosters across all channels, and 

further amplified by bridgers, that enlarge its global reach by sharing content in the languages of 

the targeted audiences (e.g., Sputnik Afrique, Pravda in English)(EEAS, 2025) 
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3. EU mechanisms and instruments to counter FIMI 

To understand the emergence of the EU’s countermeasures landscape, it is necessary to 

outline its diplomatic service body, the European External Action Service. This body addresses a 

wide variety of issues ranging from public diplomacy and crisis responses, with one of their 

focuses being tackling disinformation and FIMI. Development of response capabilities to 

disinformation primarily began in 2015 (Information Integrity and Countering FIMI, 2025). As 

previously mentioned, it has established a variety of mechanisms to define, detect, coordinate 

and respond to disinformation.  

Earlier actions include the Rapid Alert System (RAS), launched in March 2019. This real 

time information sharing and monitoring system enables EU member states to share FIMI 

instances, which then raises awareness and provides coordinated responses across the union 

(Factsheet: Rapid Alert System, 2019). The system’s benefits extend as a valuable data collection 

tool for researchers to analyse, track, and develop further response measures (see Annex).  

In spring 2023, the creation of the Information Sharing and Analysis Centre (FIMI-ISAC) 

further strengthened the overall toolkit of the EU (see Annex). This initiative is a collaboration 

among like minded organizations that are interested in detecting, identifying malicious 

information manipulation behaviors (FIMI-ISAC, 2023). This promotes and coordinates 

cohesive defence measures through the knowledge exchange and joint efforts by FIMI experts.   
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Tool Purpose Developed by When Response Measures Application in EEAS / EU  

Kill 
Chain 

Model describing 
sequential stages to 
detect and disrupt 

US military 
doctrine, 
Lockheed Martin 
(cyber) 

Military- 
pre-2010s 
Cyber-2011 
FIMI-2020s 

Early detection and 
disruption at each stage 

Understand FIMI campaign 
lifecycle; guides timing and 
targeting of countermeasures 

DISARM Framework for 
cataloguing, 
analyzing, and 
coordinating 
responses 

DISARM 
Foundation and 
partners 

~2022 Structured incident 
analysis, shared 
taxonomy, data exchange 
(STIX) 

Adopted by EEAS, NATO, 
US; supports Rapid Alert 
System and ISAC 

FIMI 
Toolbox 

Comprehensive 
catalogue of 
instruments to 
prevent, detect, and 
respond 

EEAS, EU 
institutions 

Developed 
post-2022 
(Strategic 
Compass) 

Four pillars: Situational 
Awareness, Resilience 
Building, Disruption & 
Regulation, External 
Action. 

Central operational 
framework for EU. 
Integrates short, medium, 
and long-term measures 

FIMI 
Exposure 
Matrix 

Analytical tool to 
systematically 
classify/attribute 
FIMI infrastructure 

EEAS (Strategic 
Communications 
Division) 

2025 (3rd 
EEAS FIMI 
Report) 

Mapping infrastructure 
network analysis, 
enhanced attribution, 
targeted disruption 

Supports identification and 
attribution of FIMI actors 

Table 4. Overview of EEAS recommended responses. Prepared by the authors based on 
EEAS reports​
 

The main focus of our study, the annual EEAS reports on FIMI, can be seen as a response 

mechanism itself, formulating response measures and recommendations. The first two reports 

particularly address the need for common definitions and terminology related to FIMI, 

introducing a framework for knowledge generation and information sharing. The pioneering 

report has introduced several response measures aimed at better understanding, detecting and 

disrupting FIMI activities, namely through the Kill Chain model. Originally utilized in the 

military and cybersecurity sphere, this very model can ideally be integrated to the FIMI 

landscape by allowing for a clear examination of each incident in sequential stages: planning, 

preparing, and executing to assessing (EEAS, 2023). This model offers the most optimal 

taxonomy for the Disinformation Analysis and Risk Management (DISARM) framework 

introduced in the report, which is an open source framework for cataloging and analysing FIMI 
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(EEAS, 2023). Along with this, the second report developed a crucial EU toolbox of joint 

responses that integrates analytical and response cycles to ensure more proportional and effective 

responses to counter FIMI. These initial reports served as foundational elements for the further 

punitive and specific response measures; they laid the baseline for tools that can refine and 

enhance counter mechanisms.  

The initial efforts to construct the necessary framework were exemplified by the second 

report's contribution. It built upon the first report’s FIMI framework that began with the Threat 

Analysis cycle, by subsequently expanding to include the Response cycle in the following report 

(EEAS, 2024). This workflow includes assessing threats, creating and developing 

countermeasures, and evaluating their effectiveness. The authors highlight the importance of 

continuous information sharing between the two workflows to create a systemic organization of 

the response arsenal (EEAS, 2024). The framework proposed in the second report consists of 

several important pillars: Cross-Domain Analysis, Adapted Countermeasures, and Mechanisms 

for Collective Response (EEAS, 2024). The first one emphasises information gathering that goes 

beyond technological aspects due to the socio-cognitive component of FIMI. Meaning, both 

types of data–the behavioral analysis of TTPs and the non-technical contextual indicators- 

inform the overall response strategy (EEAS, 2024). Meanwhile, the adapted countermeasures 

meet the need for preventive and long-term responses by developing a list of counter-activities 

for each stage: pre-incident, mid-incident, and post-incident (EEAS, 2024). 

As noted in earlier sections, the latest report offers stricter and more punitive measures to 

the defender community through the systematic analytical tool known as the FIMI Exposure 

Matrix. The matrix incorporates sophisticated attribution methodologies that consider both 

behavioral indicators (posting times, language use, TTPs) and technical (IP addresses, hosting 
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data). This tool enables the defender community to recognize the complexities around linking 

FIMI activities to threat actors, since there is a high risk of falling for over-attribution because 

some narratives could explicitly benefit particular actors (EEAS, 2025). Hence, the criterias for 

attribution proposed by the matrix entail a thorough comparison of indicators with previously 

detected profiles of adversaries, aiming to identify specific ‘signatures’ linked to them. Despite 

the strong analytical and evidence-based approach, the public attribution remains a political 

decision (EEAS, 2025). Acknowledging the potential diplomatic consequences, it is crucial to 

further advance attribution methodologies and to enhance the available knowledge of threat 

actors, while remaining open to the possibilities of unexpected parties getting involved.  

These efforts, combined, underscore the importance of EEAS’s role within the FIMI 

landscape by offering insights that could be then transferred to other targeted states.  

4. Critical perspectives on the EU approach  

This subsection engages with several critical perspectives which stem from the EU's 

approach to counter foreign digital interference, as highlighted in scholarly literature. The report 

by SG Strat (2024), for instance, offers an overview of the EU's efforts by focusing on activities 

done by EEAS in 2023. Another comprehensive report for 2024 by Gehringer (2024) explores in 

greater detail several measures that include: the Digital Services Act (DSA), the Code of Practice 

on Disinformation (СoPD), and initiatives such as EUvsDisinfo and the European Digital Media 

Observatory (EDMO). 

Colliver (2020) introduces an empirical examination of the primary pioneering document 

focusing on the 2019 European Parliament elections. The author highlights the need for 

enhancing transparency by adopting one model that will enable research and the expert 

community to freely observe the online environment. According to the author, the self-regulatory 
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nature of the document is not enough; from their perspective, the code was rather a preliminary 

effort to build common grounds with Big Tech companies. With the subsequent strengthening of 

the CoPD in 2022, a study was implemented to compare the two versions and their effect, with 

no significant improvement in the misinformation ecosystem observed (Papadogiannakis et al., 

2024). Authors also note the limitation caused by relatively few signatories adopting the CoPD; 

however, rather than criticizing it, they view it as a reflection of a desire for a 

misinformation-free online space.  

Following this, Shattock (2021) provides additional analytical perspectives to look at the 

CoPD alongside other policy measures. The author argues that the era of self-regulatory 

measures in the misinformation landscape has come to an end, especially with the introduction of 

a binding legal framework - DSA. However, Shattock formulates several criticisms regarding the 

EU policy approach. In particular, he outlines several details that DSA overlooked, namely the 

issue of “harmful but lawful” content, which presents challenges in balancing legal regulation 

with freedom of expression. Conjointly, the literature outlines the limitations of these policies 

with Shattock (2021) labeling it a ‘piecemeal’ approach, while other authors echo such 

sentiments, acknowledging the progress. 

Discussion and Conclusions 

The digital landscape has evolved significantly over the years, capturing shifts from early 

technical dimensions of cyber attacks, viruses and malware, to what is now taking the form of 

digital interference and information manipulation.  It has become easier for state and non-state 

actors to take advantage of the gray zone factor, in which the threat exists. Without resorting to 

conventional and kinetic acts of conflict, threat actors can conduct attempts of malicious, 

intended, and coordinated actions to cause potential harm to political systems and societies, and 
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undermine their core values and principles. Digital threats have become a fixed feature of global 

politics, where they are no longer occasional or exceptional, but a constant part of international 

affairs. Operating in a complex non-tangible environment, the problem is causing deep concerns 

for the global community, both states, international and regional organizations to address it.  

Despite the absence of borders in the digital space, as well as the acknowledgment of the 

threat by the international community and cooperation, states adopt their own countermeasures, 

which reflects the nuances in how they perceive and address foreign digital interference. The EU 

is seen emerging as a significant and influential actor, not only in agenda and norms setting, but 

also in the conceptual shaping of the phenomenon, which can be seen through the institutional 

leadership of the EEAS.  

Observed in the reports rapid evolution of the digital domain and the advancement of 

manipulation techniques used by the adversaries, from early situational cases of disinformation 

campaigns and narrative seeding, threat actors have significantly sophisticated their arsenals to 

whole infrastructures, within a spare of three years, making it challenging to establish clear 

definitions of what constitutes FIMI and how it should be addressed. Conceptualization of the 

phenomenon comes with the risk of either being too broad or too narrow, which can be seen 

through the development process of the EU’s articulation.  

The EU’s efforts, in particular within the EEAS reports spectrum, provide scrutiny for the 

policymakers and defender communities in addressing the ever-changing global threat. Through 

its comprehensive and structured analysis of detected FIMI incidents and proposed 

countermeasures, it offers valuable lessons for other regions as well. The reports depict Russia 

and China as being the main origins of FIMI actions, targeting democracies in their objective to 

spread their narratives. In this sense, the importance of this study for Kazakhstan is particularly 
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highlighted. Given the strategic geopolitical location of Kazakhstan, it is surrounded by two 

major powers and active actors of FIMI - Russia and China. The relative openness of Kazakhstan 

in the digital and information space is endangered by the risk of being interfered with, which 

proves the relevance of the topic for policymakers and academic researchers.  

While this research mostly focused on the analysis of the EU’s approach to countering 

foreign digital interference, further studies could explore how its conceptual framework and 

toolbox can be practically implemented and adopted in the context of Kazakhstan, offering 

insights upon the effectiveness of such approaches outside the EU.  
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Annexes  
Annex 1. Meta information on EEAS reports 

Report Year  Pages Incidents  Period  Scope Special Features 

1st 2023 36 100 Oct–Dec 2022 Global, focus on 
Ukraine 

Pilot methodology, 
Kill Chain approach 

2nd  2024 38 750 Dec 2022–​
Nov 2023 

Global, 49% attacks 
in EU 

Risk-based response 
framework, FIMI 
Toolbox 

3rd  2025 43 505 Nov 2023–​
Nov 2024 

Global, 90 countries 
targeted FIMI Exposure Matrix 
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Annex 3: Impersonation techniques and victims​

 
(EEAS, 2023) 
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Annex 4: Polish elections 2023 
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Annex 5: Spanish elections 2023 
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Annex 6: Covert FIMI operations exploiting events in 2024 

(EEAS, 2025) 

Annex 7: Portal Kombat 
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